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Windows Firewall %8 .

L&A Windows 7 B

XA Windows Firewall

1 M Windows#yStart 3£ # %+ Control Panel, %A
JG %4 System and Security.

2 H# Windows Firewallo

3 1% Turn Windows Firewall on or off.

=T

L)

& » Control Panel » All Control Panelltems » Windows Firewall ~ [ 43 ][ seorch Controt Pane )

Control Panel H o "
Siaiaiahali Help protect your computer with Windows Firewall

Allow a program or feature

s Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall

through the Intemet or 2 network.
% Change notification settings

¥ Tum Windows Firewall on or
off

% Restore defaults

joes a firewall help protect my computer?

What are network locations?

B @ Home or work (private) networks Connected (v

. 0 Public networks

Networks in public places such as airports or coffee shops

% Advanced settings

Not Connected (&
Troubleshoot my network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on

the st of allowed programs
Active public networks: None

Notification state: Notify me when Windows Firewall blocks a new

program

e al
Action Center
Network and Sharing Center

10

4 %4 Turn off Windows Firewall.

| « Windows Firewall » Customize Settings
L <

<% ][ 5=

Customize settings for each type of network
You can modify the firewall settings for each type of netwark location that you use.
What are network locations?
Home or work (private) network location settings
@ Tum on Windows Firewall
Block all incoming connections, including those in the list of zllowed programs
4

Notify me when V irewall blocks a ne

@ © Turn off Windows Firewall (not recommended)

Public network location settings
@ Tum on Windows Firewal

Block all incomin

connections, including those in the list of allowed programs
Notify ir i n

ws Firewall blocks a e

@ ® Turn off Windows Firewall (not recommended)

¥TH Windows Firewall

1 M WindowsHStart3E# %+ Control Panel, %
JE %4 System and Security.

2 B Windows Firewall

3 %% Allow a program or feature through
Windows Firewall.

.

@'\) [# » Control Panel » All Control Panel ltems » Windows Firewall

= [#3 [ Scorch Conrt Pane .

Control Panel Home

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.
% Change notification settings H

es 3 firewall help protect my computer?

¥ Tum Windows Firewall on or it are network locations?
off
B @ rome or work (private) networks

. 0 Public networks

Networks in public places such as airports or coffee shops

# Restore defaults Connected (¥

) Advanced sett
G Advanced setings Not Connected (&
Troubleshoot my network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on

the st of allowed programs
Active public networks: None

Notification state: Notify me when Windows Firewall blocks a new

program

e al
Action Center

Network and Sharing Center




4 %% Allow another program---.

[ESREE =)l

@"Ov\\ﬂ <« Windows Firewall » Allowed Programs

||| Search Contral Panel 2]

IH-

Allow pragrams to communicate through Windows Firewall
To add, change, or remove allowed programs and ports, click Change settings, ‘

Whatare the risks of allowing a program to communicate?

Allowed programs and features:

Name Home/Work (Private)  Public *
[ BranchCache - Content Retrieval (Uses HTTP)

[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WSD)

[ Connect to a Network Projector

[ Core Networking

[ Distributed Transaction Coerdinator

[l Exerb

[IFile and Printer Sharing

I [ File Transfer Program

LCIFTP Server

[ HomeGroup

ooooooooooon
pooooooooooo

Allow another progr

S5 wmEF.
it Browse-- 345 & RM-1P Setup Tool FJ#%
12, )5 Add.
_

B e
Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Add a Program

Programs:

l, Create g Sys!
ﬁlnhemet Explorer

’,HIP Setup Program

] windows DVD Maker

=g Windows Fax and Scan

(| | @9 windows Media Center

Il | &L Windows Remote Assistance
| | =S XPS Viewer

epar Disc

Path: E:-Wndois-\system_’ﬂ_‘l}ecdisc. exe Browse...

What are the nsks of unblocking & program?

You can choose which network location types to add this program to.

Network location types... | | add || cancel ]I

L{EHE Windows 8.1 3K Windows 10 B

Z M Windows Firewal |

1 FefEWindows BIFrE R B F X, KGR
Control Panel A System and Security.

2 Hd: Windows Firewall

11

3 1%4% Turn Windows Firewall on or off.
[¢ — vmowFew - clEN

®© ~ 1 @ » Control Panel » Al Control Panelitems » Windows Firewall v & | Search Control Panel »

Cortiol Pariel Hofne: Help protect your PC with Windows Firewall

Windows Firewall can help
Internet or a network,

[@ Private networks

B @ Guestor pubiic networks

access to your PC through the
Allow an app or feature
through Windows Firewall

® Change notification settings

% Turn Windows Firewall on or
off

& Restore defaults
® Advanced settings
Troubleshoot my network

Not connected @

Connected ()
Networks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to 2pps that are not on the list

of allowed apps
Active public networks: T Network

Notification state: Notify me when Windows Firewll blocks 2 new 2pp.

Seealso
Action Center
Network and Sharing Center

4 %% Turn off Windows Firewall.

® ~ 1t @ « AllControl Panel tems » Windows Firewall » Customize Settings v e Control Panel o

Customize settings for each type of network
Vou can modify the firewall settings for each type of network that you use.
Private network settings

O TumonWindows Frewsil

Block all incomi necti

lusing those in the st of allowed spps

] Notify me when Windows Firewall blocks 3 new app
) ® Tom off indows Firewal (nct recommended)
Public network settings
@ O TumonWindows Frevall
Black all incaming connections, including those in the st of aliowed apps
W Notify me when Windows Firewal blocks & new spp

3 ® Tum off Windows Firewal (not recommended)

oK Concel |

¥TH Windows Firewall

1 543 Windows IR 1N XAk, ARG
Control Panel % System and Security.

2 B Windows Firewall.

3 1%4% Allow an app or feature through
Windows Firewall.
[¢ — vmowFew - clEN

®© ~ 1 @ » Control Panel » Al Control Panelitems » Windows Firewall v & | Search Control Panel »

Cortiol Pariel Hofne: Help protect your PC with Windows Firewall

Windows Firewall can help
Internet or a network,

[@ Private networks

B @ Guestor pubiic networks

access to your PC through the

Not connected @

%) Turn Windows Firewall on or
off

Connected ()

& Restore defaults

® Advanced settings
Troubleshoot my network

Networks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to 2pps that are not on the list

of allowed apps
Active public networks: T Network

Notification state: Notify me when Windows Firewll blocks 2 new 2pp.

Seealso
Action Center
Network and Sharing Center




4 %4 Allow another app-.

® ~ 1 « AllControl Panelltems » Windows Firewall » Allowed apps. v ¢ | Search Control Panel »

Allow apps to communicate through Windouws Firewall
To 2dd, change, or | d ports, <lick C|

What are the risks of allowing an app te communicate] % Change settings

Allowed apps and features:

g
>

Neme P
Bing

[JConnect to » Network Projector
BICore Networking

[ Distributed Transaction Coerdinator
[CIFile and Printer Sharing

Finance

Games

DIHomeGroup

[JisCsi Service

[ Jeva(TM) Platform SE binary

[ Mail, Calendar, People, and Messeging
MMaps

REOOORRO0OROR ;

! REROCRRIO0OROR

3

Detaifs...

F

TS

5 R,
il Browse--- 34552 RM-1P Setup Tool A%
12, )5 Hd Add.

Select the app you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Apps:
©0 Microsoft Visual Studio 2010
‘i Narrator
INotepad
@ 0. £-com Object Viewer (x64)
[ On-Screen Keyboard
& Paint
LEPC settings
B Remote Desktop Connection
. snipping Tool
Sound Recorder
& Spy++

Path: {c:mmowsa’esyswnsm.exe

\What are the risks of unblocking an app?
You can choose which network types to add this app to.

i S | ad || concel |
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